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A vulnerability exists in the communication functicnality of Intel Graphics Kernel Made Driver. A specially crafted
message can cause a vulnerability resulting in executing arbitrary code. An attacker can send specific message to
trigger this vulnerability and escalate his privileges cn the local system.

o |ntel HD Graphics Windows Kemel Mode Criver, Versicn 10.18.14.4264 [requires physical machine)

http/fintel.com

8.4 - CVSSE 008N LAAC /PR LAUENSSCACH H A NEP/RLURC:C

This vulnerability can be triggered by sending specially crafted D30kKMTEscape request it the Intel HD graphics
driver.

The faulting code is kecated in the Intel Graphics Kernel Made Driver driver (igdkmdéd mcdule):

.text:BEEREEREER1BES1R loc 1BE%1G: ; CODE XEEF: sub 1BE4FB+43E
]

.text:BERREERREA1EES LA Moy edx, [rdi+rbx*4i+4]

LIext iBREEEERREGR1IEES 1L Mo TR Al

.text:BERREERREA1EES LT EEE] quword ptr [rsi+BCah]

Llext iBRREEEERREGE1IEES LD Mo Trcx, rax

.text:BORERREERR1EBES2E call quword ptr [rax-258h] * arbhitrary code e

¥xecution here*

Instructicn at 0x1BE20 tries 1o execute a memary location pointed by gward value located at @rax+0x250. In this
case @rax value points to NULL (memaery location at address 0).

Additicnal infermaticn from the crash dump:

FOLLOWLP_TP:
igdkmdes thybDriverEntry+1435h8
fffffagl 61fdes2e {{9058828005 i qword ptr [rax+-258h]
SYMBOL_STACK_INDEX: &
SYMBOL_NAME: igdkmdéi!hybDriverEntry+1485b06
FOLLOWUP _NAME: MachineOwner
MODULE_NAME: igdlmdes
IMAGE_NAME: igdkmdés.sys
DEBUG_FLE_IMAGE_TIMESTAMP: 55ci1%6he
STACK_COMMAND: .cxr Bxffffdeseii17sazsse ; kb
BUCKET_ID_FUNC_OFFSET: 1485bB
FAILURE_BUCKET_ID: Gx3B_igdkmdeslhybDriverEntry
BUCKET_ID: Gx3B_igdkmd&4ilhybDriverEntry
ANALYSTIS SOURCE: KM
FAILURE_ID_ HASH_STRING: km:8x3b_igdkmdésilhybdriverentry
FATLURE_ID_HASH: {b388eief-f5cc-3%ha-96af-1f55elc7aesl]
etAddr : Args to Child

: Call site
fffffag1 " e1fhizhl : ffffdREE 31748320 f{{feBE1 BEREEERZ fff{dREE" 31748000 BECRREERE" BEREEEL
& : igdkmdés lhybDriverEntry+-Bx1485h0
fffffagl eleesdloe : fIffdREE 31748320 BREEREEZS BERTEE3S ffffelnl” 7289:038 ff{fceel alidbhie
g : igdkmdés hybDriverEntry+-Bx12bB41
fffffagl 6ledfasta : ffffcell CGEEEEEEE CGEEERECE" BEEOECEE CODEBOCEE COEBCCEEE DRCCCEEE BEEEEEE
g : igdlkmdéd!hybDriverEntry+Bx5hdfé
fHfffagl 6ledsblf : COEEEEEEE GEEEEEE1 GEEERRCE" BEEEEGEE ffffcBEl a5153o0E DROOBCEEEE " BEEETff
f : igdlkmdésd !l hybDriverEntry+Bx576da
fffffae1 " eledc7ed : fIf{23f1 GEEEREEE BECRGEEE GERGEERE COGEEREE REEEREE1 ff{fcBE1 as1%394
g : igdlkmdésd ! hybDriverEntry+Bx4d7af
fffff8e1 6leds1hs : CRGEERGEE" REEERGEE BECRGEER BEREEZEL ffffcBB1 as198740 BEEEREERE" BEREEEER
B : igdlkmdésd ! hybDriverEntry+Bx54423
fffffae1 elesdnld : fIffdRER 31748768 CRCRGEEERE BERGEERE ffffeldl’ edcdicee ff{fe@el  edcdicnR
B : igdlkmdésd hybDriverEntry+Bxicess
fHfffael 6les8587 : ffffedll eddcilid ffffdege"31748ade ffffefl@l 6ddcil40 DEGCCEEEE" BEEEEEE
1 : igdkmd&i-Bx26613
fHfffagl ebdleass : ffffdepl 317483768 f{ffelOl 6ddcilig fHffdeee 31748768 ffffe@Bl eddcils
B : igdkmd&i-Bx26567
fHfffagl eoceffef : ffffedBl eddcilint ffffdeoge"31748b30 ffffce@l asldegee fffff30E° GOEEEEEE
B : dxglkrnl [DXGADAPTER: :DdiEscape+Bx43
fffffopR BR2c503h @ ffffefBl eddcilse f{feBB1” 720%:080 CRBRERERE"7f5acBEe ff{fe@el addcsls
B : dxgkrnl!DxgkEscape+Bx54f
fffffaee acsdalhi : ffffelBl” 7209:080 BEERGEER"7{5330R0 CRAGEEREE"ARe6fdhbe BECEREEE" BEREEEERE
B : win3ZkINtGdiDdDDIEScape+Bx53
CEEEERER" 77B5743a : CEROOCEEE " BECCEEEC COCECEEE COREECEE COOCOEEE" BEECEEEE BECERE0E° BEREE0E
B : nt!KiSystemServiceCopyEnd+8x13
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