TALOS VULNERABILITY REPORT

Falos-Jile-tiss

APPLE 05 X GENBACCELERATOR IOGENS755HARED:NEW _TEXTURE
LOCAL PRIVILEGE ESCALATION VULNERABILITY

MARCH 22, 201k

CWE-2016-1743

Avulnerability exists in the communication functicnality of the &pple Intel HD s000 Graphics kernel driver. & specially
crafted message can cause a vulnerability resulting in lzcal privilege escalaticn.

Apple 0S¥ Intel HD 3000 Graphics driver 10.0.0 - com.apple.driver Apple intelHD3000Graphics (10.0.0) D3CFDS66-
TAES-3315-B91B-BB264A621EBS <78 127564 3 1=

http:/fapple. com

8.8 - CVSS A3 0/ LAAC /PR LN/ S CACH H/AAH/EF/ RELURC:C

This vulnerability can be triggered by sending specially crafted I0ConnectCallMethod request 1o the
AppleintelHD3000Graphics driver.

Faulting code i1s located in the AppleintelHDS000Graphics driver in the [0Gena75Shared: new_texture functicn.

_ text:00EEEEEEEEE1AALT loc_ 1AA17: i CODE XREF: IOGen5755hare
d::new_texturef{uleong leng,ulong leng,uleng leong,uleng leng,uint,ulong long

* ulong long *}+5F]

__ text:BRCEREREEEE1AMLT Mo 14, cs:off SEREE

_ text:BEEEERBRRBEG1AALE mow rhx, [114]

_ text:0CRGEEEEE0014A21 add r13, rax

_ text:BEEEERERRAR1AAZS izl rax, [rhx+rl13+3]

_ Text:BEEC00C00E381AAZS neg rhx

__ text:BREEREREEEGE1ALZC and rhx, rax

_ text:BECEERBRREE1AAZF mow rdi, [zdx+18h] i rdx=8 ¢{null peoin
ter - data from null page}

_ Text:REEECECEEEEEE1ANAIS Mo r13, rdx

_ text:BEEEERERRBAR1IAAZE mow gax, [rdi+14BBh] i attacker contreol
edx now

__ text:BRERREREEEEAE1AASC Mo rex, csioff 56048

_ text:BECEERERRAA1AALS mow o Er e

_ text:0CRGEGEEG001ARLS shl gax, cl

_ text:0CRGEGEEEA01ARET lea rcx, _klargeCommandSizeMin

_ text:BEEEERERREE1AALE mow ecx, [rcx]

__ text:BRCRRERGEEEG1ALSE add BCH, BCX

_ Text:REEECEEEEEEE1AASZE sub gdx, ecx

_ Text:BEEECEEEEEEE1AASYL M rhx, rax

_ text:00EEEREEREE1AAST ja loc 1ACEC i by forging rax a
ttacker can skip this jump

_ text:BEEEERBRRBAEA1AASD mow [tbp+wvar_54], esi

_ text:BEEEERERRAA1AAGE mow rax, [rdi]

_ text:0CRGEGGEEG001ARGS 1i[+3% gsi, 1&3h

_ text:BEEEERERRAA1AAGSE Gl Ll gword ptr [rax-%38h] i this leads to co

de executicn {pointer controlled hy attacker}

The vulnerability is caused by instructicn at address 0x1A52F which references memery that is currenthy not available
since ROX register points 1o zers. This vulnerability can lead t2 local privilege escalation since MULL page can be
allzcated on 05X systems. Attacker can forge the input data and force the system o execute instruction at 0x1A468
which is a call pointer instruction. Where pointer data is completely centrelled by attacker.

We have successfully explzited this vulnerability on 05 X 1077

Ancnymous UUTD: L73801608-90CE-8EAD-FE79-F28691AC0GF1

O 14:84:20 2015

Mon MNow

**%* panic Report ***

panici{cpu 3 caller oxffffffaeeeidebbal: Kernel trap at Gxffffff7f33%e3a2f, type li=page fa
ult, registers:

CRB: GxE0C0EEEB2EE18833, CRZ: Dx0CBECEREEEGBEEE18, CR3I: BxG0EEEB81685adcBly, CRL4: OxXBEEEBEEEE
BERE2Ee0

Rix: BxB0E08E8BcccceSty, RBX: Bx0EBEEEGRGEcccceBBR, ROX: OxGOECGRECEBEEEGE23, RDX: OxXBEEEREEE
elelelelslelels)

RSF: BuffffffosBb2d53aal, REBP: Bxffffffto@bld53bBE, RSI: GxGO0E0GRECEEBEEEGBE3, RDI: OxXBECEREEE
elelelelslelels)

R3: OGx00C0CCCBEEEBEEEE, RS: OBxEEBEEEBGcccccccc, R1G: @xftfffffo@b2d53bad, R11: exffffff3a
16fBcaBE

B12: gxffffffe381ladeabs, R13: OxERE0E0E0ccccd®fsd, Rl4: Gxffffff20E06a2c8a0, R15: OxGRCEREGEG
elelelelslelels)

RFL: GxB0C0EEEBEEE182686, RIP: Bxffffff7f38%=3alf, C5: OxG0CCCEECERBEEEGBEE, 55: OxXBEEEREEE
GEEEEE10

Fault CR2: BxBEE0EGEEEEEEEEG18, Errcr code: BxEEEEEEBEEEEEEEG6, Fault CPU: 8x3, PL: B

Bacletrace {CPU 3}, Frame : Return Address
Extfffffoehid53736 @ Bxffffff20062e5307
Bxfffffonb2d537b0 : Oxffffif30063debba
Extfffffoehids3550 Extfffff2eE63F4313
Buffffffoghbadsiohd @ Bxffffff7fa880e3a2f
Bxfffffonb2d53b00 : Oxffffif7f880e56a5
Bxtfffffoehid53b56 Extfffff2e063e3282
Oxfffffopb2d53b80 : Oxffffif30068e48fa
Extfffffoehidsibel Extfffff2E063e1067
Bxffffffoeh2d53d2e : exffffffapes3anide
Bxffffffogh2d53e30 : Oxffffffape62e9aa3
Bxffffffogh2d53e60 : Oxffffffape62cd478
pxffffffopb2ds3ead : Oxffffifao062dcfds
Extfffffoehidszfi1e Extfffff2eE63cliaa
Bxfffffopb2d53fbo : Oxffffif30063f4b36

Kernel Extensiecns in baclktrace:
com.apple.driver.AppleIntelHD28686Graphics{18.0}[D3CFD566-1AE5-3315-B91B-B8265A621
EB5|aexffffff7f839c9000->0xffffff7f88a2ffff
dependency: com.apple.ickit.IOPCIFamily{2.9}[38ESF549E-0655-3C0E-93F3-E372A0B43E
31B]aexffffff7f3ch2doan
dependency: com.apple.ickit.I0GraphicsFamily{2.4.1}[43ACBEAS-BD3C-3FDC-9680-09
850215AA32 J@Gxffffff7f8763a000

BSD process name correspeonding to current thread: pecl
Beoot args: debug=6x1 -w

Mac 05 wversicn:

15B42

Eernel wersion:

Darwin Kernel Versicn 15.8.08: 53t Sep 19 15:53:45 PDT 2815; rooct:xnu-3247.10.11~1/RELEASE_
X8e_B4%

kKernel UUID: ABSFCIBL4-12E7-311E-8E&F-90823985D8C10

kEernel slide: efielelelelelelelelalstelelelelels]

Eernel text hase: Gxffffff200&2000E0

__HIB text base: Gxf{ff{f2CE&1GEEEEG

System model name: Macmini5,1 (Mac-8EDGAFSB43CE3SEL}

System uptime in nancseconds: SE96437189164

last lecaded kext at 280843008563831: com.apple.filesystems.msdosfs 1.168 {addr exffffff7f33ecfo
BE, size &9532)

last unlecaded kext at 342241286226: com.apple.filesystems.msdosfs
ecf@EE, size B14403)

loaded lexts:
com.apple.driver
com.apple.driver
com.apple.driver

1.16 {addr oxffffff7fas

SAudieAUUC  1.78
AppleHwSensecr 1.%9.5d@
ApplePlatformEnakler
com.apple.driver .AGPM  113.28.21
com.apple.driver.pmtelemetry it
com.apple.icltit.I0UserEthernet 1.8.1
com.apple.iclkit.I0BluetcothSerialManager
com.apple.Dent_Steal Mac 05 X 7.0.0
com.apple.filesystems.autofs 3.8
com.apple.driver . Apple0Siwatchdeg 1
com.apple.driver . AppleMikeyHIDDTiver
com.apple.driver . AppleHDA  272.58.31
com.apple.driver.ApplelpstreamUserclient Ao E
com.apple.driver.AppleMCCSCeontrol ikl il
com.apple.driver . AppleMikeyDriver  272.58.31
com.apple.driver . AppleIntelHDIBEEGraphics 108.8.8
com.apple.driver.AppleHy it

com.apple.driver . AppleThunderbeltIP 3.8.3
com.apple.iclkkit.BreadcomBluetoothHeostContrellerUSBTranspert 4.4.21
com.apple.driver .AppleSMCPDRC  1.8.8

com.apple.driver . ApplelPC 3.1
com.apple.driver . ApplelntelSlowAdaptivecleocking 4.8.8
com.apple.driver .ACPT_SMC_PlatformPlugin 1.8.8
com.apple.driver.AppleIntelSNBEGraphicsFE 16.6.8
com.apple.driver . AppleIRCentroller 327.5
com.apple.fppleFSCompression. ApplefFSCompressicnTypebataless 1.0.8d1
com.apple.fApplefFSCompression. ApplefFSCompressionTypellib 1.6.8
com.apple.BootCache 37

com.apple.icltit.I0OAHCIBlockStorage 2.8.8

com.apple.driver . AppleFWOHCI GGG

com.apple.driver .AirPort.Bremé331l  300.208.24
com.apple.driver . AppleSDXC 1.7.8
com.apple.iclkit.AppleBCM5781Ethernet
com.apple.driver.ush.AppleSBEEHCIPCI
com.apple.driver . AppleAHCIPozt 3.1.5
com.apple.driver . AppleACPIButtons 4.8
com.apple.driver .AppleRTC 2.8
com.apple.driver .AppleHPET 1.8
com.apple.driver . AppleSMBIOS
com.apple.driver . AppleACPIEC
com.apple.driver . AppledAPIC 1.7
com.apple.driver . .AppleIntel CPUPocwerManagementClient 218.8.8
com.apple.nke.applicatienfirewall 163
com.apple.security.gquarantine 3
com.apple.security . TMSafetylet 3
com.apple.driver . AppleIntel CPUPcwerManagement  213.6.8
com.apple.AppleGraphicsbeviceContrel Al Lakl o alalohl
com.apple.iclkit.I0Suzrface  168.8.1
com.apple.iclit.I0SerialFamily 11
com.apple.kext.triggers 1.8

com.apple.driver.DspFunclib 272.58.31
com.apple.kext.05vKernDSFLib 525
com.apple.driver.CoreCaptureResponder 1
com.apple.driver.AppleSMBusContreller 1.8.14d1
com.apple.iclkit.I0BluetcothHestCentrellerUSBTranspert
com.apple.iclkit.I0BluetocothFamily  4.4.2f1
com.apple.driver . AppleSMBusPCI  1.8.14d1
com.apple.icltit . I0FireWireIP 2.2.6

com.apple.driver .AppleHDACentzroller 272.58.31
com.apple.icltit.IOHDAFamily 272.58.31
com.apple.iclkit.I0AudicFamily  284.1
com.apple.veclib.lkext 1.2.8
com.apple.icltit.IONDRVSuppert 2.4.1
com.apple.iclkit.I05lowAdaptiveClockingFamily 1.8.8
com.apple.driver . AppleSMC 3.1.9
com.apple.driver . I0PlatfermPluginlegacy 1.8.8
com.apple.driver . I0PlatfermPluginfFamily &.8.8d7
com.apple.iclkit.I0GraphicsFamily 2 Al
com.apple.iclit.I05CS5TATchitectureMedel Family 3.7.7
com.apple.driver . .ush.I0USBHestHIDDevice 1.68.1
com.apple.icltit.I0OUSBHIDDriver ©SG88.4.1
com.apple.driver.ush.ApplelSBHostCompositebevice
com.apple.driver.ush.ApplelUSEHub 1.8.1
com.apple.driver . AppleThunderbol tDPInAdapter £,
com.apple.driver.AppleThunderboltDFOutadapter 4.
com.apple.driver.AppleThunderbol tDPAdapterFamily
com.apple.driver.AppleThunderbol tPCIDownAdapter 2.8.
com.apple.driver . AppleThunderbol tNHT £.0.4
com.apple.iclit.I0ThunderbeltFamily 5.8.6
com.apple.iclkit.I0OFizewireFamily £.5.8
com.apple.iclit.I0EthernetiWBContreller 1.8.3b3
com.apple.icltit.I0868211Family  1181.24
com.apple.driver .mDNSOfflcadUsercClient 1.8.1b3
com.apple.icltit.I0ONetworltingFamily 3.2
com.apple.driver.corecapture 1.8.4
com.apple.icltit.IOAHCIFamily I
com.apple.driver.ush. AppleSBEHCI  1.8.1
com.apple.iclit.I0USBFamily S60.4.1
com.apple.icltit.I0USBHostFamily 1.8.1
com.apple.driver . AppleUSBHostMergeProperties 1.8.1
com.apple.driver . AppleEFINVRAM 2.0
com.apple.driver.AppleEFIRuntime 2.8
com.apple.icltit . IOHIDFamily 2.8.8
com.apple.icltit.I0SMBusFamily 1.1
com.apple.security.sandbox  36808.8
com.apple.kext.AppleMatch  1.08.8d1
com.apple.driver . ApplekeyStore 2
com.apple.driver.AppleMcbileFileIntegzrity 1.8.5
com.apple.driver.AppleCredentialManager 1.6
com.apple.driver.DislkImages 415
com.apple.iclkkit.I05tcragefFamily 2.1
com.apple.iclit.I0OReportFamily 31
com.apple.driver . AppleFDEKeyStore
com.apple.driver . AppleACPIPlatform
com.apple.iclit . IOPCIFamily 2.9
com.apple.icltit . IOACPIFamily 1.4
com.apple.kec.Libm 1
com.apple.kec.pthread 1
com.apple.kec.corecrypteo 1.8
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Discovered by Fictr Bania of Cisce Talos.

2016-02-02 - Vendaor Disclosure
2016-03-22 - Fublic Release



