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An expleitable kernel memary corrupticn vulnerability exists in Microsoft Windows. A specially crafted font file can
cause the Micresoft Windows kernel to corrupt internal memaory structures, leading to denial of service on the system
or possible code execution and elevation of privilege.

Windows 7 =64 SP1
Windows 8.7 X84

http./fmicroscft. com

The faulting code is located inside the CODD driver. The D TextOut rzutine acquires and lecks the asscciated device
and acts differently based cn the surface type. If the type is a bitmap and the Windows DWM is cn, the reutine
reads/writes directly 1o the videc frame buffer and call EngTextOut then exits. Otherwise, a new background rect is
generated mixing the "OpagueRect” rectangle lzeated in the sixth parameter and the rectangle located in the
pString TextObj" ebject.

If the ClipObject describes a nen-trivial clip, the "relBounds® of the clip object is merged to the background rectangle.
The font chject is parsed and finally the routine decides if it should clip the background rect or not.

The final decisicn is based cn the following check:

f {mix = 0 &% prclOpague == NULL &% {pSurfObj-rdhSurf->CBCSMask & 1 == 1}
&% {pBrushFeore-»i5clidColer = WHITE} &5 mix == GxDBD} |

// CDD Bitmap GDI Descripteor chject
CODBITMAP_GDIDESC CddBmpGdiDesc = {@};
/7 Clip Rects Data structure
CLIP_RECTS_DATA clipRectData = {[8};
CddBitmapHw * bmpHw = pSurfObj->dhSuzf;

// Get the CDD Bitmap GDI Descripter chject
bmpHw-»StartGdiAccessNoUpdate{fhckRect, 1, ScddBmpGdiDesc});
// Build here the Clip descripter chject
clipRectData.pClipOb]j = pllipObj;

clipRectData.pRectl = &hckRect; // The 3 rectangles are set to
clipRectData.pRect? = &hckRect; {7/ the calculated background rectangle
clipRectData.pRectd = &hckRect;

// These 2 lines are VERY IMPORTANT because they describe the WHAT and
// WHERE part of the bug:

clipRectData.lpVidecMemory = cddBpmGdiCesc.lpVidecMemory;
clipRectData.dwvalueToWrite = G;

// Do here the actual clip and trigger the wulnerability
ClipDstRects{&clipRectlbata, FillCelorKeyCallback}; £ BANG!

/7 Call the actual GDI text drawing routine
EngTextOut{ ... }
// ... other code

The ClipDstRect routine performs the actual clipping based on the complexity of the Clip chject. If the complexity is
DC_TRMNIAL, the CPU cache is flushed and the callback routine is called.

As we see below, the FillColorkeyCallback routine implementaticn fails to properly check the rectangle width and
height:

NTSTATUS FillColerKeycCallback{CLIP_RECTS_DATA * pClipRectsData, BOOL bClip, const RECT * p
Rect} {
if {IhClip)} return STATUS_SUCCESS;

DWORD dwRectwWidth = 8, dwRectHeight = B&;

DWORD dwRaticx = B, dwRatio¥ = 8;

LFEYTE lpMemPFtr = 8; // Target Video memory pointer
DWORD dwwalTowrite = pClipRectsData-> dwiWalueToWrite;

// BANG BANG — Sericus error here:
dwRectWidth = pRect->right - pRect->left;
dwRectHeight = pRect-»hbottom — pRect-»>top;

Lb Caleulate ratios:

dwRaticx = pRect-»left * 4;

dwRatic¥ = pRect-»>top * pClipRectsbata-»> dwClipStep;

lpMemPtr {LPEYTE}pClipRectsData-» lpVidecMemory + (dwRatic¥ — dwRatioX};

while {dwRectHeight--} {

DWORD dwMemPtrBits = (DWORD}-{{OWORD}1pMemPtr / &4} & 3;

DWORD dwNumOfBytesX = (dwRectWidth — dwMemPtrBits} & BxFFFFFFFD;
it {dwMemPtzBits » 8} I

/f Trigger the overflow here

LFEYTE lpMemPtrlopy = lpMemPtr;

do {

*{ {DWORD* }1pMemPtrCopy} = dwvalTowrite;

lpMemPtriopy += sizeof{DWORD};

Y while {--dwMemPtrBits};

H
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lpMemPtr += pClipRectsbata-> dwilipStep;
H

H

The backgrcund rectangle dimensicns are checked in the DrvTextOut routine code:

if {bckRect-»top »= bckRect->bottom ||
bckRect->left »= bckRect-»right} |

LPYOID lpAssertion = wdlLoglewEntry5_WdAssertiond}
wdLogEvent5_WdAssertion{lpAsserticn}

H

As you can see, the check appears to log the bug but fails t2 prevent the cendition that leads 2 kernel memary
corruption.
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PAGE_FAULT_IN_MNONPAGED_AREA (58}
Invalid system memcry was referenced. This cannoct be protected by try-except,
it must be protected by a Froche. Typically the address is just plain bad or it
is pointing at freed memory.
Arguments:
Argl: fffff808185beaicd, memcry referenced.
Argl: DBBECEEEEEEEEE681, walue & = read cperaticon, 1 = write operaticon.
Argd: fffffop@E686%ccd, If non-zerc, the instructicon address which referenced the bad memc
Ty
address.
Argh: BBORREEAERGEEREEEE, {(reserved)

FAULTING_TIP:

cdd!FillColorKeyCallbacle+bd

ffffford” aR865ccd Bfcizg mownti dword ptr [rax],ebp

MM_INTERNAL_ CODE: @

IMAGE_NAME: cdd.dll

DEBUG_FLR_IMAGE _TIMESTAMP: 53186cH9

MODULE_WAME : cdd

FAULTING_MODULE: ftffffSpEEE85L08E cdd

DEFAULT_BUCKET_ID: WINEZ DRIVER_FAULT

BUGCHECK STR: AV

URRENT_IROL: B

ANALYSIS_VERSION: £.3.9600.17237 (debuggersi{dhg)}.1408716-8327) andéifre

TRAP_FRAME: ffffdeee225d7446 -- {.trap Bxff{fdeee225d7440)
MOTE: The trap frame dces not contain all registers.

Some register values may be zerced or incorrect.
rax=fffff868185heaicd rhx-CEERCEERCERREE08 rcx-GRREERREERREEGR2
rdx=-BEERRCERREERREE2 rsi-C0ERRCERRCERREE0E rdi-GEREERREEEREERERE
rip=fffffoaeeedasccd rsp=fff{fdEEE225d75d8 rhp-GEREEEREEEREEERE
r3=-0RCERRCERBEERRE2 I19-0OGREEGERTIfffedd rl@=ffffeBBldaicSahb

I11-0E0EEEEEEEEEEE1E6 r12-000Q00E0EEE0E0E6E r13-000Q0000EREEE060
T14=-0B0REREEEEEEE0E6E r15-000B00E0E0EEE000

icpl=8 ny up ei pl nz na pe nc

cdd!FillColorkKeyCallbacle+8xhd:

ffffford" aR860ccd Bfcizg mownti dword ptr [rax],ebp ds:fffff3e1°85heaics
e A A A A

Resetting default scope
LAST_CONTROL_TRANSFER: from ff{ff88263ceBfle to fffff28263bdadose

STACK_TEXT:

fHffdeBe” 225d6a38 ff{{f882 63chBfle : GOBCEEREEC ORCEERECE GCEOERCEE° CEEEEEEE ff{fdo@e 225débha
B fffff882° 63h52ded : nt!DbgBrealkPointWith5tatus

fHffdeBe” 225d6asd {882 63chB32f : GOBCEEREE BBEEEEE3 ffffdeBE" 225d6bad ff{ff882 63bdcld
B ffffdege " 225d78f68 : nt!KiBugCheckDebugBreal+Bxl12

fHffdeBe” 225d6aald ff{ff882 63bcelasd : BOBCEEREE OBCEEEEE ffffefBl d7256360 GBOREEGEREE" BREEEEE
B GBEBCEEREE"BREEGEEEE : nt!KeBugCheclk2+Bx8ab

fHffdeBe” 225d71b8 ff{ff882 63cB7abd : GOBCEEREE BEEEEE5E ffff{f861°35hbeaicd GOREEGERE" GREEEEE
1 ffffdege " 225d7448 : nt!KeBugCheckEx+Bxl184

THffdeBe” 225d71f8 ff{ff882 63aele’d : GOBCEOEREE OBEEEEE1 ffffefBl daciBseld ff{fdege" 225d744
B fffffopE " B83625ce : nt! 27 AARAANODOBFMA#RRAAstring " +Bx25403

THffdeBe” 225d72%8 ff{{f882 63bd842f : ff{fdE@E " 225d7h1E fffffo60  0E2R3GE8 ff{ffo@1 48BCLBE
@ f{ffd@@8" 225d7448 : nt!MmAccessFault+Bx753

THffdeBe” 225d7448 ff{{fSp0 BB836%ccd : GOBCEERE ORCEEEEE fffffocld” 0EB3RGc1l ff{fdo@E" 225d384d
B ffffdege " 225d84dE8 : nt!KiPageFault+Ex12f

fHffdeBe” 225d75d8 ff{{fSpE " BE3R7TSf : GOBCEEREE ORCEEEEE ffffdEoBE° EEEEEEG1 ff{fdo@e 225d7hl
B fffffope " B815f7f2 : cddiFillColorKeyCallbaclk+Bxhd

fHffdeBe” 225d7618 ff{ffop0 BB83GR5enE : ffffo@1 487el040 ffffdEOBE  EEEEEEAEL ff{ffo@1 487el84
B ffffdege " 2325d7ce8 : cdd!CliphstRects+Bxict

THffdeBe” 225d7878 ff{{fSp0 " B828elbh : ff{ffS@1 486bcAlE BEEEREEE" CEERCEGEE GBORCEGERE" BREEEEE
B GEBCEEREE GEEEEEEE : cdd!DrvTextOut+Bx7ab

fHffdeBe” 225d7ded ff{ffop0 0816615 : fffffo@1 446be5dE ffffdeBEE" 225d36dd ff{fde@E" 225d83c
B GEECEREEE"BEEEREEE : win3Zl!SpTextOut+Bx26c

fHffdeBe” 225d32h8 ff{ffSp0 BR2Bdayc : GOBCEOEREE ORCEGEREEE GCEOERCEE° CEEREEEEE ff{fdoge 225d3al
@ GEEGEGREEE"ERERGEEEEE : win3ik!GreExtTextOutWlocked+BxS25

THffdeBe” 225d3748 ff{{fSpE BR16S74e : GBOBCEOEREE BBEE43E1 fffffoB1 46225108 GOREEERE" BRS%e7d
9 fifffe@1l @Rffffff : win32k!GreBatchTextOut+Bxlf4

fHffdeBe” 225d37ed ff{{fSp0 B81L56Y1 : GOBCEEREE ORCEERECE BCEOEREEE° CEEREEGET ffffedfl daiaadd
@ BEEEEEEE" FflccBB8 : win3ZkINtGdiFlushUserBatch+@x5ce

fHffdeBe” 225d3a78 ff{ff882 63ehl2ifa : GBOBCEGEREEC ORCEGEREE]1 GCEOERCEE° CEORCEGEE GORCEEREE" GREEEEE
7 BRBEEEEE"FflccBEB : win3ZleiwiicalloutDispatch+Ex1ldl

fHffdeBe” 225d3acl ff{ff882 63bd%3cy : GBORBCEGEREE B8cefafsd fffffofl 0E281d48 GOREEEREE" BREEEE2
@ BEEEGEEE" FflccBB8 : nt!PsInvolkewiniZCallout+Bx42

fHffdeBe” 225d30L0BE BEBEEEREE 77572772 : BOBEEEEE 77572738 BEEOEREE23" Y5e7d472 GBORCEGERE BREEGEE2
3 BOBEEREETBEE61EE4 @ ntlKiSystemServiceGdiTebiAccess+Bx33

BEOEBRREER" OBh3eYed BOBEEEEE 77572738 : BOBEEG23 T75e7d4Yl QOEOEREEEE° CEEEEGE2ZI BOREEGEREE" BREE1G8E
4 BRBEEERE B8cefcad : wowbicpulCpupSyscallStub+Bx2

BEOERREER" EBh3e7 R BOEBEEGEREE 77663233 : GBOBCEOEREEC OBCEEEEE BEEGEEEEE°YF7571503 GORCEGERE" GREEGEEE
B GBRBEEEEE"F76B3420 @ wowbicpulThunkBArg+Ex5

BEOERREER" OBh3e3ad GBOEBEEGEREE"776B317e : GOBCEGEREEC ORCEGERECE GCEERECEE° CEORCEGEE GBOAEEEREE"B8b3fd3
B GRBEEEEE"B8LAET216 : wowsi!RunCpuSimulaticn+Bxa

BOEBRREER" OBh3el3fR BEBEYffa 9186533k : GOBCEGEREE 0BbaREf3 GCEERCEE° CEERCEGEE BOREEGEREE " BREEGEE1
B GBRBEEEEE"Ff1c4BEE : wowbid!WowdildrpInitialize+Bx172

BEOEBRREER" OBh3eell BOEBEYffa 91858363 : BEEEYffa Sf7a0B06 BCEOERCEE° CEERCEGEE GOACEGEREE" BREEEEE
B BEEEEEEE"Ff1c4BEB : ntdll!LdrpInitializeProcess+Bx157h

BEOERREER" GBhAT 158 BEEEYf{a 9f868%cha : GBOBCEEREE BEbAfI1E BCEEREECEE° CEERCEGEE GBORCEGEREE" BREEEEE
B GBEBEEEEE"Ff1ciBE8 : ntdll!_LdrpInitialize+Bxiesae

BEOEREEER" GBhET1ce GERCEGEREE GRCEEEEE : GOBCEEREEC OBCEGEECE BCEERECEG° CEERCEGEE GOACEGEREE" BGREEEEE
@ GEEEGEEE"EEEGEEEEE : ntdll!iLdrInitializeThunk+Bxe

STACK_COMMAND: kb
FOLLOWUP_IP:

cdd!FillColorKeyCallbacle+bd
ffffford” aR865ccd Bfcizg mownti dword ptr [rax],ebp

Discovered by Pictr Bania and Andrea Allievi of Cisco Talos.



