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CWE-2016-5308

A denial of service vulnerability exists in the Poriable Executable file scanning functicnality of Symantec Morton
security. A specially crafted PE file can cause an access viclaticn in IDSvixB6 kernel driver resulting in denial of
service. An attacker can trigger this vulnerahility for example by emailing the victim the foerged file.

symantec Corporation Morten Security 22 6.0.142, IDSvikB6 driver versicn 15.7.0.1263

http://norten.com
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This vulnerability ccours when Merten is trying to parse specifically crafted file Portable Executable file. The faulting
code is located in the IDSvixB6 driver:

caller:

.text:BBBLTOES5 push edi i Secticn Raw Data
.text:BBBATORE lea ecx, [ebprargd_StackBuff]

.text:BBBLTOED push ECH i StackBuff
.text:BEBLTORA call BugProc

BugProc:

.text:086B58DC2 push ebp

.text:886B58DC3 mow ebp, esp

.text:086858DC5 push ebx

.text:B8B58DCE push esi

.text:BBB58DCY mow esi, [ebprargd_StackBuff]

.text:BBB58DCA mow ecx, [esi+1Bh] ; ecx=8

Ltext:B868530CD Mo eax, ecx

.text:88B58DCF push edi

.text:BBB58006 mow edi, [ebp+SecticnRawSize] ; edi=raw size
.text:88B58E25 loop_until_all_data: i CODE XREF: BugProc+7Dj
.text:BBB58E26 Mo edx, [ebp-rargé_SecticnRawData]
.text:BBB58E29 lea gax, [edx+ehx-3Fh]

.text:@0853E2D push gax i read buff {raw secticn data
+ offset}

.text:BBB58E2E push esi i store buff {staclk}
.text:08B58E2F call MD5Compress

.text:BBB58E34 add [ebprargd_stackBuff], 48h

.text:80853E38 add ehx, 48h

.text:08B58E3E cmp ebx, edi

.text:80853E30 ib short lecp_until_all_data ; until raw size

Loop at 0x00058E26 is executed till the counter ebx is less than sectien's raw size (compariscen at 0x00058E3E)
which is centrelled freely by the attacker. If the SecticnRawData parameter is big encugh it can cause the
WMDSCompress function 1o access memaery which is currently unavailable causing the machine to crash.
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PAGE_FAULT_IN_NONPAGED_AREA (58}

Invalid system memcry was referenced. This cannct be protected by try-except,

it must be protected by a Probe. Typically the address is just plain bad or it

is pointing at freed memcory.

Arguments:

Argl: a5fasee3, memocry referenced.

Arg?: BEEEEEE8, walue B = read ocperaticn, 1 = write cperaticn.

Argd: 8cd55¥13, If nen-zerc, the instructicn address which referenced the bad memcry
address.

Argh: ooeeceee, {(reserved}

Debugging Details:

READ_ADDRESS: a5fasB@s Paged peool

FAULTING_IP:

IDSwixB3e+43713

8cd55713 Bfbhe78681 movzx  esi byte ptr [eax+1]
MM_TMTERMNAL_CODE: @G

IMAGE_NAME: ID5wix36.sys

DEBUG_FLE_IMAGE_TIMESTAMF: 5723aced

MODULE_MNAME: IDSwix36&

FAULTING MODULE: 3cdedecs IDSwix3s

DEFAULT_BUCKET_ID: WINY_DRIVER_FAULT

BUGCHECE_STR: Qx50

FPROCESS_MNAME: svchost.exe

CURRENT_IRQL: 2

AMALYSTS VERSION: £.3.96080.172938 {debuggera{dbg}.1&1@2&—15@@} amdebifre
TRAP_FRAME: 922ab580 -- {.trap Buffffffffez2abs588)

ErrCode = GEREEEEE

gax=a5ta%Be2 ehx=0BEBEEREEE ecx=922ah500 edx=RBEOGBEEEC esi=-BEOREEEEE edi=922abRBcC

€ip=8cd55¥13 esp=922ah574 ebp=9%22ab5ch icpl=8 nv up el pl nz na pe nc
c5=BBB8 s55=B018 ds=00823 es=0B23 {fs5=0E38 gs5=0G0GE8 efl=0E6818286&
I0SwixBh+Bx483713:

Bcd55713 B8fhe7BE1 Mo 2 esi, byte ptr [eax+1] ds:08023:a5fa%803=2?

Resetting default scope
LAST_CONTROL_TRANSFER: from 8291c833 to 323b81168

STACKE_TEXT:

©22abB4c 825910083 DBBREEE3 43e8cB867 BBEEEEES nt!RtlpBrealWithStatusInstructicn
©22abB@%c 3251ch81 0EGBEEE3 345d1d43 BBBE558a nt!KiBugCheclkDebugBreal+8xlc
S22ab460 323chilb DEBRBEESE a5tacEE3 BEBEEEEEE nt!KeBugChecl2+Bx&8hb

©22abfted 32837e3d2 DOBBEEEE a5ta®EE3 BBEEEEEE nt!MmAccessFault+Bx1B6

©22abfted 8cd55713 DBBREEEE a5tatEE3 BBREEEEEE nt!KiTrapBE+Exdc

WARNING: 5S5tack unwind infeormaticn net available. Follewing frames may be wrong.
©22ah5ch Bcd55e34 922abgBe asfadffe asfos3fe IDSwixB6+0x43713

©22ah5e@ Bcdiiobf BBB1ZcEE asftos3fe fHffffff IDSwixB6+0x43e3i

©22abhe68 8cdi5S5el 922abbcl 83354088 922ab6%4 IDSwixB6+0x3796f1

©22ahe78 8cdi58f9 922abbcl 83e61250 BBEEEEEE IDSwixB6+Bx385el

©22abe94 Bod25737 922abbcB 83e55533 38e61193 IDSwixB6+0x333f%

S22abeds B8752579c a3aB6538 LOBEEEEZ BREEEEEZ IDSwixB6+0x13¥37

©22ab728 37525%88f a3aBe53d 33e61198 aiBe7f53 SYMEFASI+Bx1117S5c

©22ab75c 8¥528e79 38efl1193 S22ab7¥as aiavlees SYMEFASI+Bx11538f1

©22ab774 9cBa¥cd4 DBBREEEZ S22abV98 BBBEEEEEZ SYMEFASI+Bx114e7S

©22ab7h@ 9c8aazfo 323ffb2Y a3ia7lEBc a3a7v1e83 SRTSF+8x%5cdi

922ah7f8 9c8aabcd a3ia?leesd S658fbde BhE2S%ec SRTSF+8x583f0

©22ah818 9c865e40 S22acBEE BhB8SSec B28746el SRTSF+8x586c3

©22ah834 9c8660c5 922ab88c S658fbde 62caBEB2 SRTSP+8x53e40

©22ah854 9c83iedid 347db7A3 847db28E 347dbYal SRTSF+8x548c5

022ab868 B6e%3324 347db7ald S658fbdo BREEEEEE SRTSP+8x2cdii

©22ab8de 36e%6512 887db743 347db74A3 1680EEEEc fltmgr!FltpPerfermPostiallbacks+ex24a
©22ab8es B6eS6hit BA4FdbTLE B47¥8ch13 922abS24i fltmgrFltpProcessIcCompleticn+B8x18
S22ab8f4 B6eS720c 85612738 B478ch18 347db743 fltmgr!FltpPassThroughlompleticon+B8x58
©22ah%24 B6eaadct S922abfi4 BREEEEEE BREEEEEE fltmgr!FltplegacyProcessinghAfterPrecCallbacksieo
mpleted+8x33a

022ah%70 82874593 85612733 356288 3453ef2i fltmgr!FltpCreate+Bxidb

©22ah%88 82384239 43e8ciSb S22abb3if BBEEEEEE nt!IcfCallbriver+Bx&3

©22abagl 82ag3acs 855d6elf 853aed2@ 84734498 ntlIopParselevice+Bxed?

S22abadc 82a7¥3iedt DOGREEEE S22abb3if BBEEEELE nt!ObpleockuplbjectName+8xifa
©22abh38 32a6a%bhs B1Beeddi 3433ed2@ BBEEEEE1 nt!0bOpenlObjectByName+Bx165

S22abbb4 8238e218 01Beeeilf 301C60E3E B1Beeddi nt!IcpCreateFile+BxE73

0223bcB@ 8287blea B1Beesesil 20188828 @18eeddd ntINtCreateFile+@x34

S22abcll ¥7a370b4s B1Beeeilf 301C6EE3E BlBeeddi ntlKiFastCallEntry+B8x12a

B1BeedS® ¥¥a3i55d4s ¥5dcazazl B1Beeell 3B10EEEE ntdllIKiFastSystemCallRet

B@18eed9%4 75dcaall B1G8eeesil 20188828 @18eeddd ntdllINtCreateFile+Bxc

B1Beee3d ¥Y5dcca®c DOGBBEEGE 301C0CE3E BBBEEEEES5 KERNELBASE!CreateFilew+8x35e
B18eefhs ¥5dchb5d B81Geefelf B81Besfdd BBEEEE2E8 KERNELBASE!BaseploadlibraryAsDataFileInternal
+@x280

BlBeefec ¥5a3488c4 B81a%d270 COBEEEEE GBEEEEE1 KERNELBASE! LcadlibraryExw+Gxf&
B18eftB338 ¥Y5a488C8b 0BBEEEE1 B81a%5d270 BBEE2EE1 apphelp!GetFileVersicnInfoSizeExw+Gx30
B18eftB44 ¥53487d2 81a%di7e B81BefBed 2137837f apphelpliGetFileVersicnInfoSizew+8x12
B18eft@%4 ¥5a455d5 B82ali3ce B81a%de38 B81lacdilis apphelplsdbpGetVersicnAttributes+Bxdd
B18eftBad ¥5a4556c B2aliict B81a%de38 BBEEEE1L4 apphelplSdbpGetAttribute+Bxad
B18etBdc ¥5345476 B2alZ3cE B81a%de38 88BE&E14 apphelp!SdbpCheckiAttribute+~Bxaf
B18etl@c ¥5a34538f B2ali3ct B81aftibs3 BBE331et apphelp!sdbpCheckAllAttributes+8xal
B18etibc ¥53450864 B23al23cE B81aftibS8 88633193 apphelp!sdbpCheckForMatch+Bx568
BlBet3f4 ¥5a345730 B82aliict GBREEEEEE BBE331%3 apphelplSdbpCheckExe+8x1cl

B18eti7@ Y5aifccd B2alZ3cl B81afibo8 BBEETEEY apphelp!SdbpSearchDB+ExaZ

B18et7b@ ¥5a42fid B82al23cE 88153030 BBEEEEEE apphelp!SdbhGetMatchingExeEx+Bxiee
B18efas4 ¥5a43lca BBEEE1bc COBEEEEE BBEEEEEE apphelp!InternalCheclkRunipp+B8xieb
B18efab8 ¥38113b7 0BGBE1lbc COBEEEEE BBEEEEEE apphelplApphelpCheclkRunippEx+Exed
Bleeth7¥c ¥381158f 2118682638 81bE%E53 B81Befbbf aelupswvclielpProcessCacheExeMessage+0x26d
B18eth8c ¥7aB2661 B1Befbec B811882cE B1bESE53 aelupsvclielTppWorlkcallbaclk+Ex1%
B18ethb® ¥7aB842 BlBefbec B81bE%Eb3 76aZc554 ntdll!TppWerkpExecutelallbacl+e8x168+
B18etdl@ ¥Y&6773chi5 B1bBcSEE B81Befdic 77as53yf5 ntdll!TppWerkerThread+ex572

@18efdlc 7735337f5 B1bBciE8 7632chll GEEE8888 lerneliZ!BaseThreadInitThunli+B@xe
B1Befd5c 77a537c8 773203e7 B1bhBco5008 BEEGEEGE ntdll! _ RtlUserThreadStart+0x=70
Bleetd74 CEBEREEE ¥732B@3e¥ B81bEc588 BBEEEEEE ntdll!_RtlUserThreadStart+@xib

STACE_COMMAND: kb

FOLLOWLP_TIP:

IDSwixBe+48713

8cd55713 8fbhernal Moz esi, byte ptr [eax+1]
SYMBOL_STACEKE_TWDEX: 5

SYMBOL_NAME: IDSwix86+458713

FOLLOWUP_MNAME: MachineOwner

FATLURE_BUCKET_ID: Gx58_IDSvix8p+43713

BUCKET_ID: Bx50_IDSwix86+58713

ANMALYSTS SOURCE: KM

FATLURE_ID_HASH STRING: |lkm:8x58_ idswix86+43713
FATLURE_ID HASH: {3bdebhif-4840-a2c5-fofe-18821de5c82c)
Followup: MachineOwner

Discovered by Pictr BEania of Cisce Talos.

2016-05-371 - Vendar Motification
2016—07-07 — Patch Released
2016—07-07 — Public Disclosure



